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Abstract  

Malicious activities such as phishing, disinformation, and bot attacks for spamming in online social 
networks (OSNs) have become an increasing problem, and online spam detection is an ongoing 
challenge to keep users safe and OSNs healthy. However, classical machine learning (ML) algorithms 
like Random Forest (RF), Decision Trees (DT), k-Nearest Neighbors (KNNs), and Naïve Bayes (NB) have 
various limitations, including class imbalance, overfitting, and scalability, in the context of OSN 
environments. Emerging deep learning (DL) algorithms, including Convolutional Neural Networks 
(CNNs), Recurrent Neural Networks (RNNs), and Long Short-Term Memory (LSTM) networks, are 
more tolerant of high dimensionality and temporal data. With recent developments, Graph Neural 
Networks (GNNs), attention mechanisms, and transformers, along with ensemble learning, are being 
used to model structural and semantic spam patterns. It presents the results of a systematic review of 25 
peer-reviewed papers published between 2020 and 2025 and discusses them in terms of approaches, 
performance assessment, and limitations. The review found that hybrid DL approaches generally 
achieved better spam detection performance than traditional machine learning (ML) methods, although 
at the cost of increased computational complexity and resource requirements. However, since 2020, no 
systematic synthesis has examined the trade-offs between the performance and efficiency of hybrid 
models. We observed that hybrid models that integrate GNNs, attention mechanisms, and optimization 
techniques have great promise for future research and can be used to provide real-time and scalable 
spam detection for multiple social platforms. 
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1. Introduction  
Social networking sites (SNSs) like Facebook, Twitter, 

and Instagram are significant aspects of contemporary 
communication, helping to facilitate the quick 
dissemination of information and interaction, irrespective 

of distance. But these platforms are increasingly being used 
for nefarious activities like spam, phishing attacks, fake 
accounts, and misinformation campaigns. According to 
recent cybersecurity publications, Phishing, Spam, and 
Social Engineering attacks spread via social media remain 
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to have large-scale financial and societal impacts globally 
[1,2]. Furthermore, social network platforms have been 
demonstrated to be great tools for spreading fake news or 
influencing public opinion, as has been the case with the 
recent global pandemic and geopolitical conflict [3,4]. 
These advances have necessitated the use of intelligent, 
scalable spam detection and detection solutions capable of 
handling the ever-evolving nature of spam in the dynamic 
Internet "social network" context. 

The early spam filters included mostly rule-based 
filters, and classic machine learning (ML) techniques such 
as k-Nearest Neighbors (KNNs), Naïve Bayes (NB), 
Decision Trees (DT), Random Forest (RF), and Support 
Vector Machines (SVMs). Although they successfully 
uncovered easily detectable spam patterns, they have 
failed to adapt to the more sophisticated and dynamic 
spam attacks, as they carry hand-crafted features and were 
not very successful at capturing complex semantic 
relationships in textual information[5,6]. As spam became 
more disturbing and evolved, researchers evolved to more 
sophisticated learning theories that could automatically 
establish relevant features from unstructured text in social 
media. 

With massive data volume, the research for spam 
detection has been revolutionized by a new research 
paradigm that is Deep Learning (DL), which can learn 
hierarchical, contextual, and temporal representations. At 
the same time, the performance of spam classification and 
contextual understanding has shown significant 
improvement with the use of models like Convolutional 
Neural Networks (CNNs), Recurrent Neural Networks 
(RNNs), Long Short-Term Memory (LSTM) networks, and 
Transformer-based architectures [7]. Recent studies have 
proposed using Graph Neural Networks (GNNs) and 
Hybrid Ensemble Architectures (HEAs) to exploit the 
capabilities of combining textual, behavioral, and relational 
data, which would lead to a more robust and adaptable 
general system for spam and bot detection in complex 
Online Social Network scenes [8,9]. 

This is a systematic review, where we critically discuss 
the recent articles and research papers on spam detection 
techniques published from 2020 to 2025 in OSNs. The 
review collates a wide range of approaches including 
classical machine learning techniques, DL architectures, 
graph-based approaches (GNNs) and Graph 
Convolutional Networks (GCNs), and Graph Attention 
Networks (GATs), Transformer Based models like 
Bidirectional Encoder Representations from Transformers 
(BERT) and Generative Pre-trained Transformer (GPT), 

ensemble hybrid models and optimization techniques such 
as hyperparameter optimization, Reinforcement Learning 
(RL), Genetic Algorithms (GAs), and Shuffled Frog 
Leaping Algorithm (SFLA). It also discusses papers that 
mix specialist DL architectures, such as Feed-Forward 
Neural Networks (FFNNs) and Generative Adversarial 
Networks (GANs), with optimization methods to boost 
spam detection accuracy. Additionally, the study puts into 
perspective the limitations and merits of these methods, 
while pointing out current research gaps and opportunities 
to build scalable, robust, credible, and efficient spam 
filtering systems for modern online social networks. 

Research Questions 
The following research questions were used to guide 

the review: 
• RQ1: What is the comparative performance (Accuracy, 

F1-score, AUC) of traditional ML, DL, and hybrid 
approaches for detecting OSN spam on benchmark 
datasets? 

• RQ2: What is the performance (accuracy), and training 
and inference efficiency (time to train and inference) of 
the latest deep learning models such as GNNs and 
Transformers?  

• RQ3: How well have existing studies tackled the issues 
of explainability (XAI) and robustness? 

• RQ4: What are the key issues with current datasets and 
how do they affect model generalization? 

2. Methodology 
2.1 Search Strategy  

Following the guidelines developed by [10], a 
systematic search strategy has been applied to ensure all 
relevant advances in the field of spam detection in OSNs 
have been included. It also included journal articles and 
conference papers published from January 2020 to 
December 2025, from peer-reviewed literature. 

Specifically, the period was chosen to highlight the 
fast progress of benchmark architectures in Spam 
Detection, such as DL, Transformer-based methods, 
GNNs, and Hybrid Ensemble methods. The chosen 
timeline also aligns with the rise of attention mechanisms, 
Transformer models, and graph-based learning techniques 
related to the widespread use of Transformer architectures 
and GNNs in the field of intelligent detection systems [10], 
[11], as well as social network analysis and Natural 
Language Processing (NLP). The review highlighted 
various studies focusing on the area of spam detection in 
OSNs, which include ML, DL, GNNs, Transformer-based 
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models, Hybrid ensemble models, Optimization methods, 
and Adversarial Learning approaches.  

The following key electronic databases were searched: 
• IEEE Xplore (2) 
• SpringerLink (5) 
• ScienceDirect (Elsevier) (9) 
• ACM Digital Library (9) 
• Scopus (8) 
• Google Scholar (10) 
• Wiley Online Library (2) 

The search strategy employed Boolean operators 
(AND, OR, and NOT) to combine keywords related to 
online social networks (OSNs), spam detection, and 
machine learning/deep learning (ML/DL). The search 
query was adapted for each database. An example search 
string is presented below:  

("spam detection" OR "spam classification" OR "fake 
accounts") AND 

("social media" OR "social networking sites" OR 
"Twitter" OR "Facebook") AND 

("machine learning" OR "deep learning" OR "graph 
neural network" OR "attention mechanism" OR 
"transformer" OR "Bayesian optimization") 

This module targets the most relevant keywords 
associated with the field. In this module, focus is given on 
some of the most relevant keywords used in relation to the 
field. 

A manual search was also undertaken using the 
snowball method, where reference lists of studies 
identified in the database search were checked for further 
relevant papers that were not located in the database 
search. It was a combination of these strategies that enabled 
a thorough search of the available papers. 
2.2. Eligibility Criteria 

To provide consistency and relevance of the studies, 
inclusion and exclusion criteria were set.  
2.2.1 Inclusion Criteria 
• Journals and conference publications (2020 - 2025). 
• Research focusing on OSNs (such as Twitter, Facebook, 

Instagram, LinkedIn, and YouTube) that explicitly dealt 
with spam. 

• Applications/Test of ML, DL, or hybrids for 
Spam/Malicious Spam (Bot accounts, phishing, etc. 
"spam-like" activity). 

• Papers that have measurable outcomes (accuracy / 
precision / recall / F1 score / AUC, etc.). 

• Papers in English 
2.2.2 Exclusion Criteria 

• Pre-2020 and post December 2025 publications. 
• Grey Literature, Preprints, Technical Reports, Theses 

and Dissertations. 
• Studies only on rule-based approaches not including 

ML or DL. 
• Research activities which are not directly related to 

OSNs  
• Review papers, surveys or purely theoretical studies.  
• These criteria have provided a filter for inclusion of only 

empirical and rigorous research in this synthesis. 
 

2.3 Review Protocol and Study Selection Procedure 
To improve methodological transparency and 

reproducibility, the review process followed the PRISMA 
2020 guidelines throughout the study selection and 
screening stages. Although this review was not 
prospectively registered in a formal review registry such as 
PROSPERO because it focuses on computer science and 
artificial intelligence literature rather than clinical 
interventions, a predefined review protocol was developed 
before data collection. The protocol specified the research 
questions, search strategy, eligibility criteria, quality 
assessment criteria, and data extraction procedures. 

The screening process was conducted independently 
by two reviewers (the lead researcher and supervising 
author). Titles and abstracts retrieved from the selected 
databases were first screened against the predefined 
inclusion and exclusion criteria. Subsequently, full-text 
articles were assessed for eligibility. Any disagreement 
regarding study inclusion was resolved through discussion 
and consensus. Where consensus could not be reached 
initially, the article was re-evaluated jointly using the 
predefined criteria until agreement was achieved. 

To enhance reproducibility, all screening decisions, 
quality assessment outcomes, and extracted study 
characteristics were documented systematically 
throughout the review process. The complete screening 
and selection workflow is illustrated in the PRISMA flow 
diagram. 
2.3.1 Study Selection Process 

In all the database searches, 642 articles were found. 
After duplicate articles were removed (using EndNote 
reference management software), 498 articles remained. 
The three stages in the screening process were: 
• Based on the title and abstract, we eliminated articles 

that were obviously not relevant (e.g., medical 
misinformation, ecommerce recommendation systems), 
with 168 articles remaining. 
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• Full-Text Screening: The remaining articles were 
screened for eligibility. For example, 96 articles were 
rejected because they lacked methodology, 
performance measures, and/or used non-OSN data. 

• Snowballing - citations of eligible articles were searched 
for additional relevant studies (12 studies added). 

 
After the screening process, 84 studies satisfied the 

inclusion criteria. To ensure a rigorous and focused 
synthesis, these studies underwent an additional quality 
assessment based on methodological quality, dataset 
relevance, evaluation robustness, innovation, 
explainability, and scalability considerations. Each study 
was evaluated using predefined quality criteria and 
assigned a quality score. Research with higher 
methodological rigor, applicability to online social network 
spam detection, and adequate data diversity and approach 
diversity were prioritized for inclusion. Therefore, 25 
studies were chosen for the final synthesis. The detailed 
quality assessment procedure and scoring results are 
presented in Appendix C. A flowchart of the screening 
process (PRISMA) is provided in Figure 1.  

Figure 1 illustrates the PRISMA 2020-based study 
selection process. Records were identified through 
systematic database searching across seven electronic 
databases and supplemented by citation snowballing of 
reference lists of eligible studies. Following duplicate 
removal, records were screened through title and abstract 
evaluation. Eligible full-text articles were further assessed 

using the predefined six-criteria quality assessment 
framework before final inclusion in the synthesis. 

 

 
Figure 1. PRISMA flow diagram of study selection process. 

2.4 Data Extraction 
All the studies were utilized by applying in advance a 

predefined data extraction form. To respond to the research 
questions, the following information was extracted (Table 
1).

Table 1. Research question Metric extraction 
Field Description RQ Addressed 
Bibliographic Details Author(s), year, source of publication – 

Proposed Methods ML, DL, hybrid, or ensemble techniques used RQ1 

Datasets Type, size, source, class balance, public availability RQ4 

Metrics Accuracy, precision, recall, F1-score, AUC RQ1 

Computational Resources Time to train, hardware, model size RQ2 

Explainability Approaches SHAP [13], LIME [14], A\ention, etc. RQ3 

Adversarial Robustness If presented, methods and results for this task RQ3 

Strengths & Limitations Author's discussion or our assessment – 

Improvement New (such as, use of GNNs and Bayesian hyperparameter search) – 

This has contributed to extracting all the information 
in the same way and allowed for comparison of studies.  
2.5 Quality Assessment 

In line with guidelines for performing systematic 
reviews in computer science research [10], a quality 
assessment procedure was carried out to evaluate the 

methodological qualities and reliability of the reviewed 
studies. The six dimensions assessed for each study were 
given scores of 0, 1, or 2 (Not Satisfied, Partially Satisfied, 
Fully Satisfied) and ranged from 0 to 12 points per study. 
The six assessment criteria and scoring descriptions are 
listed in Table 2. 
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Table 2. Quality assessment framework and scoring criteria used for evaluating the included studies on online social network (OSN) 
spam detection. 

Dimension Description 0 - Not Satisfied 1 -Partially Satisfied 2 – Fully Satisfied 

Data Suitability (DS) Whether the dataset is diverse, 
sufficiently large, and 
representative of OSN spam 
pa\erns 

Dataset is small, single-
platform, or 
unrepresentative 

Dataset is moderately 
sized or partially 
representative 

Dataset is diverse and well 
suited to OSN spam 
detection 

Methodological 
Transparency (MT) 

Transparency of research design, 
model description, and 
replicability 

Methods are poorly 
described or 
irreproducible 

Methods are partially 
described with some 
gaps 

Methods are clearly stated 
and replicable 

Evaluation 
Robustness (ER) 

Use of standard evaluation metrics 
with appropriate validation 
strategies 

Only one metric reported; 
no cross-validation 

Multiple metrics 
reported but validation 
is limited 

Comprehensive metrics 
(Accuracy, F1, AUC) with 
robust validation 

Innovation & 
Contribution (IC) 

Added value to the existing 
knowledge of OSN spam detection 

Marginal or no novelty 
over prior work 

Moderate novelty with 
incremental 
improvements 

Clear and significant 
methodological or applied 
contribution 

Explainability (EX) Extent to which the study 
addresses model interpretability  

No 
interpretability addressed 

Partial interpretability 
(e.g., a\ention 
visualization) 

Explicit XAI methods 
employed (e.g., SHAP, 
LIME) 

Scalability 
Consideration (SC) 

The study discusses real world 
deployment or computational 
efficiency 

Scalability not discussed Scalability partially 
discussed 

Scalability explicitly 
evaluated or addressed 

 
Results scored 10-12 were considered High Quality, 7-

9 Moderate Quality, and 0-6 Low Quality. Studies with 
ratings of Moderate or High Quality only were considered 
for the final synthesis.  

Of the 84 studies that were evaluated, 59 were 
excluded due to not having met the quality criteria 
outlined in the beginning. More detailed quality scores for 
all the included studies are available in Appendix C. 
Typical exclusion criteria included absence of robust 
evaluation measures (such as using only one evaluation 
measure without cross-validation) and absence of 
adequate methodology (only one evaluated resource, or no 
selection process performed). 
2.6 Data Synthesis 

Two methods of synthesizing the studies were 
employed: the narrative method and the comparative 
method. Studies compared a variety of performance 
metrics such as Accuracy, Precision, Recall, F1-score, AUC, 
and computational efficiency. The studies were classified 
according to the synthesis approach as follows: 
• Traditional ML methods (RF, DT, KNN, SVM, LR, 

XGBoost 
• Deep learning approaches (CNN, RNN, LSTM, Bi-

LSTM)  
• Graph-based (GNN, GCN, GAT) 
• Transformer-based models, (BERT, GPT, Attention 

Mechanisms)  
• Hybrid and ensemble models  

• Optimization and robustness techniques (SOA, RL, GA, 
SFLA) 

Major trends, strengths, limitations, and research gaps 
in the study of spam detection were determined through 
narrative synthesis. Although traditional ML models have 
been interpretable and efficient, they are severely limited 
by changing spam patterns and high-dimensional data. 
Large datasets and high demand for computational 
resources were needed for these DL and transformer-based 
models to obtain better contextual understanding and 
accuracy. Graph-based and hybrid models showed 
enhanced robustness but were not scalable and 
computationally efficient, especially in real-time OSN 
environments. This review study did not include any 
human participants or primary data collection since all 
reviewed studies were from publicly available peer-
reviewed literature. 

3. Systematic Synthesis of Literature 
The application of ML and DL to spam detection, fake-

account identification, and malicious content analysis in 
online social networks has been widely discussed in recent 
literature [15]. The following are some papers that have 
tried to address some of the challenges, such as class 
imbalance, effectiveness, efficiency, and adapting to new 
spam types, etc. The findings of this body of research will 
shed light on innovative techniques as well as challenges 
still awaiting in this area. The studies have been organized 
by methodological themes, and comparative discussions 
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are included within the themes for clarity and a more 
critical analysis. 
3.1. Traditional Machine Learning 

In OSNs, the responses of traditional ML classifiers, 
commonly used as baseline techniques for Spam Detection, 
are typically known. They are known to be simple, 
interpretable, and efficient in computation in dealing with 
small and medium datasets. Their effectiveness, however, 
is often limited in high-dimensional and highly dynamic 
OSN environments 

Traditional machine learning algorithms such as 
Random Forest (RF), Decision Tree (DT), k-nearest 
Neighbor (KNN), Support Vector Machine (SVM), Logistic 
Regression (LR), and Naïve Bayes (NB) were studied by 
[16] experimentally on the task of detecting spam 
comments in YouTube. According to their results, 
traditional ML methods, like RF, were effective in the task 
of spam detection in social media with almost perfect 
accuracy and AUC-ROC results. Effective preprocessing 
and feature engineering are key factors in getting the 
model to perform well. 

The study by [17] proposed a Twitter suspicious 
content detection framework operating based on 
traditional ML classifiers and combination feature 
extraction strategies. Over 90% performance was obtained 
in the spam detection tasks using experimental studies by 
ensemble and traditional ML models. As new spam trends 
appeared, the robustness and generalization of these 
models decreased. 

Similarly, a lightweight spammer detection 
framework for Twitter using RF, Logistic Regression (LR), 
and NB classifiers was presented by [18]. The results 
indicated that improved performance for spam tweet 
classification can be achieved using ensemble learning and 
multiclass detection. But as the spam landscape has 
changed and the new tweet variety has become more 
diverse, the real-time detection accuracy remained 
unstable. 

Traditional ML classifiers based suspicious content 
detection framework for Twitter was developed by [17], 
combining various feature extraction techniques such as 
CNNs. It was observed through experiments that 
traditional ML and ensemble models obtained more than 
90% performance in spam detection tasks. The models, 
however, were impacted by model robustness and 
generalization, due to their dependency on the quality of 
the features and the evolution of spam techniques. 

Overall, all these traditional ML models are an 
important benchmarking standard in the research of spam 

detection. However, they cannot represent complex 
relations, contexts, and temporality that can be found in 
contemporary OSNs. They are less effective when used in 
modern large-scale OSN spam detection systems due to 
their limited scalability and adaptability towards advanced 
multi-channel adversarial spamming technologies. 
3.2. Convolutional Neural Networks (CNNs), Recurrent 
Neural Networks (RNNs), and Long Short-Term Memory 
(LSTM) Networks  

Recent deep learning-based methods are more 
successful in learning hierarchical and sequential patterns 
from raw OSN data, which significantly reduce the manual 
feature engineering efforts. 

In their research, [19] explore deep learning 
techniques for detecting posts that are spam on the social 
platforms, Twitter, for instance, employing CNN-LSTM 
architectures. The study showed that the semantic and 
context models extracted from hybrid deep learning 
methods were efficiently represented and extracted the 
semantic and context patterns from text data in social 
media with good accuracy in building the spam detection 
model even in real time. But the Performance requires 
large, labelled datasets and high computational costs. 

The research CNN-based model for Twitter spam 
Detection using Tweet-text classification techniques 
presented by [20], demonstrated that a CNN-based 
network was very useful to include semantic tweet features 
and perform the spam-detection task better than other 
machine-learning techniques. The framework, however, 
needed a substantial amount of learning time, huge 
databases, and high computing power.  

A hybrid CNN-LSTM-based approach for Twitter 
spam detection, using semantic representation from 
WordNet and ConceptNet, was suggested by [20]; their 
experimental results demonstrated that the accuracy of 
spam classification and feature extraction was higher than 
the standalone CNN and traditional ML models. But the 
hybrid structure needed huge amounts of data, pre-
processing, and computational power to be able to deploy 
it effectively. 

Likewise, [22] suggested a social network spam 
detection system that utilizes A Lite Bidirectional Encoder 
Representations from Transformers (ALBERT) 
embeddings and a self-attention Bidirectional Long Short-
Term Memory (Bi-LSTM) model to improve contextual 
spam detection. They tried to show improved accuracy, 
precision, and F1-score performance in capturing the 
semantic and contextual relationships in spam text. The 
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new mechanism of self-attention resulted in higher 
computations and resource usage, though. 

To overcome the issue of class imbalance in the 
datasets of spam detection on the Twitter platform, the 
SMOTE-ENN resampling technique with deep learning 
classifiers was applied by [23], and their results revealed 
that their approach to balance the number of spam and 
non-spam samples resulted in higher model performance 
and stability with respect to various metrics. The 
researchers also highlighted that synthetic oversampling 
could diminish generalization because synthetic samples 
may not reflect the evolving and dynamic nature of real-
world spam behavior in the case of OSNs.  

Based on these properties, critical analysis: DL models 
have been proven to have excellent generalization powers 
and to perform best on complex spam patterns in OSNs. 
But such models are still computationally intensive and 
require a large and good-quality dataset. Although 
attention mechanisms can improve interpretability of 
models and understanding of context, they are also 
complex, and complex networks with large amounts of 
data may not be able to scale up real-time applications. 
3.3. Graph-Based Approaches: Graph Neural Networks 
(GNNs), Graph Convolutional Networks (GCNs), and Graph 
Attention Networks (GATs) 

GNNs have recently been proven to be very effective 
in spam detection, particularly for OSNs with explicit 
modeling of the structure and relationships of users' 
interactions. As a form of graph-based processing, GNNs 
are particularly well suited to finding organizations or 
clusters of spammers with similar content that are covertly 
connected and coordinated attacks by them that would be 
hard to measure with traditional machine learning. 

The study Attention-based Spam Review 
Classification in Heterogeneous Social Networks 
framework based on GNN. Built an effective Spam Graph 
Neural Network (SGNN) that can effectively detect 
complex relational and semantic spam patterns with good 
detection performance for both Amazon and YelpChi 
datasets. For large-scale datasets, though, heterogeneous 
graph processing and hierarchical attention mechanisms 
caused models to become more complex and resource-
heavy [24].  

A fraud and spam detection system in online social 
networks based on the GCN has been proposed by [25]. 
The model performed well when it came to detecting 
anomalies, and it was able to capture relational interaction 
patterns between users well. The study articulated that the 
application would have higher computational complexity 

and lower scalability when working with large amounts of 
graph data. 

Moreover, it proved that it is possible to add attention 
mechanisms to a GNN for spam bot detection in OSNs [26]. 
They designed their GAT-based model to better aggregate 
features and capture important information for spam 
detection in a noisy social network environment. The study 
also mentioned problems that occur with noisy and 
complex graph structures in graph-based spam detection 
systems. 

Critical Analysis: GNNs are well suited to the idea of 
structural spam detection as they use relational/ network-
based information that traditional ML/ DL models do not 
capture. But there is potential for scalability issues, 
computational difficulty, and overfitting. Noise and 
incomplete graph structures exist in real-world OSNs, 
impeding model robustness and generalization ability 
greatly. 
3.4. Attention-Driven Transformer-Based Models 

Although the transformer-based models with self-
attention mechanisms are effective for long-range 
dependence and semantic relationship extraction in spam 
text, they bear the disadvantage of high computational 
cost. Transformer-based models with self-attention 
mechanisms can effectively encode long-range 
dependencies and semantic relationships in spam text, but 
they suffer from the problem of high computational cost. 
Using a network of contextual information and complex 
linguistic patterns, which leads to more accurate 
information understanding, they can outperform 
traditional machine learning and previous deep learning 
techniques in detecting spam in text-based emails when 
dealing with OSNs. 

To boost the accuracy of spam detection on Twitter 
datasets, [27] introduced the Attention-based Social Spam 
Detection Framework (SDF) that jointly utilized BERTweet 
representation, attention mechanisms, and GAT. They 
overcame the problem of spam detection with their model 
by recognizing the importance of tweets and incorporating 
user interaction information. But the addition of the 
attention and graph-based learning features added 
computational complexity and training expenses, making 
them less scalable for big datasets. 

As in the case of  [27], which proposed a transformer-
based social bot detection framework that combines pre-
trained language models (BERT and GPT variants) with a 
Feed-Forward Neural Network (FFNN) for tweet-level 
classification. The model achieved an F1-score of 93% and 
improved accuracy by 3-24% over baseline methods. Fine-
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tuning of the transformer models, however, needed electric 
power consumption and a lot of annotated data.  

A study on malicious social spam detection, which 
incorporated a topic-aware neural attention mechanism 
with LSTM [28], was conducted, where the researchers 
demonstrated that their model reached remarkable levels 
of contextual understanding and robustness in the 
classification of malicious user spam over traditional deep 
learning. However, combining multiple attention and 
semantic models came at a cost of high computation, cost 
and training overheads. 

Critical Reflection: Modelling long-range 
dependencies and understanding context is crucial in text 
spam detection using transformer-based models. They, 
however, suffer from high computational and memory 
costs and are thus not suitable for resource-limited settings. 
The current studies will, therefore, focus on lightweight 
transformers, model compression, knowledge distillation, 
and efficient attention mechanisms to improve scalability 
while retaining high detection accuracy. 
3.5. Hybrid and Ensemble Models 

Hybrid and ensemble models involve the use of 
several learning architectures that can leverage the merits 
of each model and generally achieve better spam detection 
than individual ML or DL models. These models fuse the 
textual, behavioral, contextual, and structural information 
to enhance the robustness and accuracy of spam 
classification in OSNs. 

A hybrid spam detection framework for spam review 
classification, which combines spammer behavioral 
features and linguistic content features, was suggested by 
[30]. By the SD-FSL-CLSTM, they achieved remarkable 
gains in spam detection accuracy by incorporating the 
interactions between behavioral features and textual 
features. The challenges that came out of the study 
included feature selection, processing high-dimensional 
data, and changing spammer behavior. 

A hybrid spam detection architecture for social 
networks that integrated spam detection machine learning, 
text analysis, and short link analysis techniques was 
developed by [31]. Their design integrates multiple spam 
detection methods, achieving a precision and F-measure of 
95.69%. However, there are scalability and processing-time 
problems when it comes to analyzing large amounts of data 
in "real-time" environments.  

Self-attention mechanisms and deep learning have 
been proposed to detect social spam on imbalanced data by 
[8]. They articulated a framework whose introduction 
received two points: One is for improvement in the 

performance of spam classification using a multi-
architecture deep learning approach, and another is for 
introducing contextual feature learning techniques for the 
improvement of spam classification approaches for 
robustness. However, the hybrid architecture had some 
expense in computation complexity and some overhead 
while training and gave some limitations while scaling in 
real-time performance. 

Similarly, the study of a spam detection method based 
on a hybrid model (Gated Recurrent Unit (GRU), 
Autoencoder (AE) & Multilayer Perceptron (MLP)) 
provided by [32] also followed the same approach. Their 
ensemble approach yielded top performance on various 
spam datasets, with the use of complementary deep 
learning techniques. However, incorporating multiple 
learning components substantially increased 
computational and training requirements. 

A dynamic deep ensemble method that integrates two 
classifiers, namely the CNN and the RF with the Extremely 
Randomized Tree classifiers, to identify spam was 
developed by [6]. They achieved better spam classification 
performance using a combination of automatic feature 
extraction and ensemble learning strategies. But the 
implementation of using multiple deep learning and 
ensemble parts made the computation complex and 
resource-consuming. 

Thus, recent multimodal hybrid architectures are 
known as the cutting-edge technique in spam detection 
research due to their complementary abilities that combine 
various spam detection models and data modalities. 
Nevertheless, though they show higher performance, these 
architectures are still challenging to implement due to high 
computational complexity, limited scalability, and higher 
implementation cost. 
3.6. Optimization and Robustness Techniques 

Optimization and robustness techniques have gained 
more and more traction to enhance the (anti)spam ability 
of spam detection models in OSNs. The idea is to increase 
the generalization of the model, reduce overfitting, and 
increase adversarial spam tolerance. 

For enhanced spam detection in social networks, [33] 
presented a Reinforcement Learning (RL) based stratified 
hyperparameter optimization framework called SON2S, 
which is based on Feed-Forward Neural Network (FFNN) 
parameter optimization using a modified version of the 
Shuffled Frog Leaping Algorithm (SFLA). The method led 
to higher detection accuracy and lower false positive rates 
than previous methods but also introduced more 
complexity into computation when optimizing.  
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Similarly, an optimization approach for spam 
detection based on identifying malicious URLs using 
feature selection methods like the Firefly Algorithm and 
Harris Hawks Optimization coupled with the KNN 
algorithm was suggested by [34]. Their findings, optimized 
feature selection improved the accuracy of spam detection 
in accordance with their proposed model. May have higher 
computational requirements and lower scalability needs 
for large data in real-time applications. 

The study proposed a hybrid deep transformer model 
and hyperparameter optimization framework for social 
media fraud detection in the dataset of Twitter, using 
Temporal Convolutional Networks (TCN), GAN-based 
augmentation, autoencoders, and hyperparameter 
optimization using Seagull Optimization Algorithm 
(SOA). Demonstrated high robustness, scalability, and 
high ROC-AUC. However, the framework was quite 
memory-intensive, had many computational 
requirements, and complex optimization methods as well 
[35]. 

To address feature dimensionality and class 
imbalance in Twitter spam detection, [36] proposed a 
modified Genetic Algorithm (GA) using XGBoost for 
simultaneous feature selection and hyperparameter 
optimization. The framework was successful in achieving 

an accuracy of 92.67% but required an extra computational 
overhead due to the genetic search and repeated cross-
validation. 

Likewise, the use of GANs to optimize the spam 
detection problem and overcome the problem of class 
imbalance when dealing with the social media spam 
problem was proposed by [37]. Their framework has 
improved the accuracy of spam classification tasks: 
CGANS (Spam Generating synthetic Spam Nonspam), 
which adds synthetic spam examples to the training set. 
But GAN learning posed the problems of training stability, 
convergence, and computational complexity. 

Hence, robustness and optimization techniques are 
important and significant for enhancing the generalization 
ability and robustness of spam detection models against 
the attacks of adversaries. Yet, the approaches often 
achieve ease of computation and resource consumption at 
the expense of robustness and scalability, providing an 
important performance trade-off between the two. 

For ease of comparison, we have created a summary 
of the 25 reviewed studies, organized to address our 
research questions, in Table 3. Shows trends, for example, 
the balance between performance and efficiency, data 
characteristics, explainability, and robustness.

Table 3. Overview of existing approaches for OSN spam detection and their reported performance and limitations. 
Study Methods Proposed Results and Conclusion Metrics Result Drawbacks 
[25] GCN framework for fraud/spam 

detection in social networks. 
Improved anomaly detection 
performance. 

Accuracy=94.5%, F1-score 
=93.8% 

High computational complexity 
and scalability issues for large 
graph datasets. 

[26] Graph A\ention Network (GAT)-
based spam bot detection 
framework 

Improved feature aggregation and 
spam detection performance in 
OSNs. 

AUC = 95.4%, Recall = 
0.88, Precision = 0.93 and 
F1-score = 0.91 

Noisy and incomplete graph 
structures reduced robustness and 
accuracy. 

[19] CNN-LSTM deep learning 
framework for Twi\er spam 
detection. 

Improved contextual spam 
detection performance in real-time 
environments. 

Accuracy 98% and F1-
scores = 0.98. 

DL models require large datasets 
and high computational 
resources. 

[22] Bi-LSTM integrated with self-
a\ention mechanisms 

Improved contextual spam 
recognition and semantic 
understanding in spam messages. 

Accuracy = 98.42%, F1-
score = 98.31% 

Higher computational resources 
and longer training time. 

[28] BERT/GPT-based pre-trained 
language models with a 
Feedforward Neural Network 
(FNN) for tweet-level social bot 
detection; supported by XAI 

Achieved superior bot detection 
performance by leveraging 
contextual embeddings from 
transformer models, 
outperforming traditional 
embedding methods  

F1-score: 93%; Accuracy 
improvement: 3–24% over 
baseline methods. 

High computational and memory 
for transformer fine-tuning; 
dependence on large datasets; 
longer training time  

[18] Twi\er spam detection using NB, 
LR, and RF with lightweight 
detectors 

Improved spam tweet 
classification performance 

NB: Accuracy = 79% 
LR: Accuracy 78%,  
RF: Accuracy =75%  

Detection accuracy affected by 
evolving spam tactics and tweet 
diversity 

[17] 
 

Twi\er suspicious content 
detection using DT, RF, KNN, LR, 
and NB with hybrid feature 
extraction 

ML and ensemble models 
effectively detected spam and 
suspicious Twi\er content 

Over 90% accuracy, 
precision, recall, and F1-
score achieved  

Performance depends feature 
extraction and struggles with 
evolving spam behaviors 

[27] Combined BERTweet, a\ention 
mechanisms, and (GATs) for 
Twi\er spam detection. 

Improved contextual spam 
recognition and feature relevance 
in Twi\er datasets. 

Accuracy: 95.2%, F1-score: 
94.1% 

Increased computational 
complexity and poor scalability 
for large datasets. 
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[6] Hybrid CNNs with Random 
Forest and Extremely 
Randomized Trees for spam 
detection. 

Improved spam classification 
through automatic feature 
extraction and ensemble learning. 

Accuracy = 98.38% Increased complexity and 
resource requirements. 

[33] SON2S framework combining 
Reinforcement Learning and 
modified Shuffled Frog Leaping 
Algorithm for FFNN 
hyperparameter optimization 

Improved spam detection accuracy 
and reduced false positive rates on 
Twi\er and Tip Spam datasets 
compared with existing techniques 

Higher Accuracy of 97.5% 
and Lower False Positive 
Rate than baseline 
methods 

Computational expensive and 
optimization complexity due to 
multi-stage hyperparameter 
tuning. 

[20] CNN model for Twi\er spam 
detection using tweet-text feature 
extraction and classification 

Improved spam tweet 
classification by capturing 
semantic and contextual tweet 

Accuracy = 88%, Precision 
= 93%, Recall = 84% and 
F1-Score = 88%. 

Required large labeled datasets, 
extensive preprocessing, and high 
computational training 

[23] SMOTE-ENN with deep learning 
classifiers 

Improved model stability and 
spam classification on imbalanced 
datasets. 

Accuracy: 99.26%, recall: 
99.07 and precision: 99.49 

Synthetic oversampling reduced 
generalization capability. 

[31] Hybrid ML, text analysis, and 
short-link analysis framework 

Enhanced spam account detection 
performance in social networks. 

F-measure and precision = 
95.69 %. 

Computational complexity and 
scalability challenges in real-time 
environments. 

[8] Hybrid ensemble framework 
combining deep neural networks 
with self-a\ention mechanisms. 

Improved robustness and spam 
detection performance on 
imbalanced datasets. 

Accuracy = 97.8%, F1-
score = 97.2% 

High computational overhead and 
training complexity. 

[38] Twi\er spam detection using RF, 
K-NN, NB, and DT classifiers 

RF achieved the best spam 
detection performance 

RF Accuracy = 92%  Struggle with evolving spam 
pa\erns and dynamic tweet 
behaviors 

[24] A\ention-based Graph Neural 
Network for spam review 
classification 

Captured complex relational spam 
pa\erns effectively in 
heterogeneous social networks. 

Accuracy=78.60%, F1-
score=79.38%, Precision 
=0.87   

Computationally expensive on 
large-scale graphs. 

[32] EGMA ensemble framework 
combining GRU, Autoencoder, 
and MLP 

Achieved strong spam detection 
performance across datasets. 

Accuracy = 99.28% Longer training time and high 
resource consumption. 

[36] Modified Genetic Algorithm with 
XGBoost for feature selection and 
hyperparameter optimization. 

Improved Twi\er spam detection 
by addressing feature 
dimensionality and class 
imbalance  

Accuracy = 92.67%, G-
Mean = 82.32%, using 
<10% of original features 

Additional computational 
overhead due to genetic 
optimization and repeated cross-
validation 

[37] Applied GAN-based learning for 
social media spam detection and 
class imbalance handling.  

Improved spam classification 
performance and robustness. 

Accuracy = 98.2% and F1-
score = 93.0% 

Training instability, convergence 
issues, and high computational 
complexity. 

[16] YouTube spam detection using 
RF, DT, KNN, SVM, LR, and NB 
classifiers 

Random Forest outperformed 
other traditional ML models 

RF: Accuracy = 100% 
Precision= 0.9841 AUC-
ROC score 

Performance depends on feature 
engineering 

[21] Hybrid CNN-LSTM model with 
WordNet and ConceptNet for 
Twi\er spam detection 

Improved feature extraction and 
spam-classification over 
standalone CNN and classical ML 
models 

Precision = 94.91%, Recall 
= 96.76% and F-score = 
95.83% 

High computational cost, 
extensive preprocessing, and large 
datasets  

[35] Hybrid TCN-GAN-SOA deep-
learning framework with 
autoencoder and hyperparameter 
optimization 

Improved fraud-account detection 
robustness and scalability on 
Twi\er datasets 

ROC-AUC = 0.96  High memory usage, 
computational complexity, and 
expensive optimization/training 

[29] 
 

Neural a\ention framework 
integrating LSTM, topic modeling, 
and BERT for social spam 
detection 

Improved contextual awareness 
and robustness against malicious 
social spam 

Accuracy = 99.02%, 
Precision = 98.90%, Recall 
= 98.87%, F1-score = 
98.88% 

Increased computational 
complexity, higher processing 
cost, and expensive multi-
a\ention training 

[34] KNN with metaheuristic feature 
selection for spam detection 

Improved malicious URL and 
spam detection performance. 

High classification 
performance Accuracy = 
99.76% 

Increased computational 
complexity with larger datasets. 

[30] Hybrid behavioral and linguistic 
feature fusion 

Improved spam classification 
performance over single-feature 
methods 

Accuracy = 98.7%, F1-
score = 98.5% 

Increased complexity in high-
dimensional environments. 

 
Figure 2 presents the taxonomy of ML and DL 

approaches identified in the reviewed studies. The 
taxonomy classifies the approaches into traditional ML, 
DL, graph-based learning, transformer-based approaches, 
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hybrid models, and optimization techniques. This 
classification attempts to capture the progression of spam 
detection techniques, which have evolved from traditional 
classifiers to sophisticated graph neural networks, 
transformer models, and optimized hybrid spam detection 
techniques to boost spam detection in OSNs.  

 

Figure 2. Taxonomy of OSN Spam Detection Approaches 

4. Discussion 
Considering the years 2020-2025, this systematic 

review critically captures the latest research trends in spam 
detection methods in OSNs along with different categories 
of techniques including ML, DL, GNN, Transformer-based, 
hybrid ensemble, and optimization-driven approaches. 
The results witness clear migration from classical feature-
based ML algorithms to more recent context and graph-
based DL models and algorithms to solve the dynamic and 
adversarial spam activities in the present social platforms.  

Based on the results of the review, we can say that the 
traditional machine learning models like RF, DT, LR, Naive 
BN, and KNN work with less amount of computational 
power and are also simple, particularly for a smaller and 
well-balanced dataset. The accuracy of the spam detection 
was corroborated by [16], [37], and [17], who demonstrated 
that the accuracy of the spam detection was close to, and in 
some cases even exceeded, 90% using the RF-based 
methods. Each of these, however, had drawbacks since 
they were primarily composed of hand-designed features 
and superficial textual representations, all of which are not 
able to follow the development of spam strategies, 
semantic manipulation, and the counterattack on content 
generation. It is similar to RQ1, introduced to compare and 
gain understanding of the efficiency of both ML and DL 
techniques in detecting OSN spam.  

In recent times, due to the transformation of the Spam 
Detection System to deep learning, there has been an 
improvement in the understanding of context and 
automatic feature extraction of the system. Training a 
CNN, RNN, LSTM, and Bi-LSTM was found to be more 
effective in learning the semantic and temporal 
relationship of the data in OSN. Classes achieved by them 
are very high, with some leading to an F1 score of over 95% 
[18], [20], and [22], and some reported by [20] to be above 
95%. The following are architectures that helped to 
minimize manual feature engineering and increased their 
versatility with the ever-changing spam pattern. The DL 
approaches, however, needed a significant amount of pre-
processing, a considerable amount of labeled data, as well 
as a lot of computing power to provide consistent results. 
Hence, such improvement in the classification capability 
would be achieved with the DL method, and this would 
also be a scalable and real-time OSN deployment problem.  

The review also highlights and focuses on the research 
efforts undertaken by both GNNs and graph attention 
approaches. The difference between traditional classifiers 
based on text and the potential power of GNN's is that they 
can include the structural information from social 
interactions, such as who accepted or rejected an incoming 
communication, identification of coordinated spams, Bot 
communities, and malicious network behaviors. The 
studies by  [25,26]and [24] demonstrated the effectiveness 
of graph-based models in enhancing the accuracy of 
anomaly detection and spam classification by representing 
user interactions as a graph structure. But graph processing 
added significant computational overhead, scalability 
limitations, and noisy or incomplete graph data. The 
results directly answer RQ2 about the compromise 
between detection performance and computational 
efficiency of advanced deep learning architectures.  

Transformer-based models and attention models are 
some of the most effective models used to understand 
contextual spam in OSNs. The inclusion of BERT, GPT, 
BERTweet, self-attention, and topic-aware attention 
mechanisms improved the ability of the models to 
represent long-range dependencies and semantic 
relationships better than previous DL architectures. The 
attention-based approaches significantly enhanced the 
robustness of contextual spam detection, and the semantic 
interpretation based on [27,28] and [29]. For instance, [29] 
used LSTM, BERT, and topic-aware attention mechanisms 
to achieve an accuracy of 99.02% and an F1-score of 98.88%. 
These models, however, needed to consume huge amounts 
of memory, involve cumbersome fine-tuning methods and 
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demanded huge computational power, which made them 
impractical in resource-constrained or real-time OSN 
applications.  

One of the other key trends that emerged from this 
review is the increased use of hybrid and ensemble 
architectures. A hybrid framework integrates several 
learning paradigms to take advantage of the 
complementarities among the textual, contextual, 
behavioral, and graph-based information. The hybrid and 
ensemble models consistently achieved a higher accuracy, 
robustness, and adaptability compared to the standalone 
ML and DL models [8,30,32] and [6]. The results are 
consistent with the review finding that currently hybrid 
architectures are considered the state of the art for OSN 
spam detection. However, their architectural complexity, 
training burden, and deployment expenses are still 
significant challenges to ensure their use at large scale.  

Optimization and robustness techniques were also 
found to be crucial parts of modern-day spam detection 
techniques. Various techniques such as GAN-based 
augmentation, SMOTE-ENN balancing strategies, and 
creation and optimization of model parameters with 
Reinforcement Learning and the use of Genetic Algorithms 
helped improve the performance of the models in 
generalization, avoiding overfitting, and being resistant to 
adversarial spam attacks. Several works like [23], [37], [36], 
[33] and [35] have demonstrated that optimizing learning 
strategies yielded improved performance. However, the 
optimization process was often complex and time-
consuming, and implementation was difficult when it 
involved high-dimensional OSN datasets. These are many 
of the time-old problems in model robustness and 
computational efficiency. Furthermore, for optimizing 
spam training without altering the classification 
architecture, the SON2S/Modified Genetic Algorithm-
XGBoost uses intelligent parameter tuning and feature-
selection methodology, which demonstrates the criticality 
of using intelligent parameter tuning and feature-selection 
techniques to improve the spam detection system. 

As for explainability and robustness (RQ3), attention 
mechanisms and graph-based learning have been 
employed to increase the interpretability of spam content 
in some of the research discussed above, but few works 
have studied the application of explicit methods of 
Explainable Artificial Intelligence (XAI) like SHAP [13], 
LIME [14], or interpretable attention visualization for spam 
detection in existing studies. But most reviewed studies 
were directed towards performance optimization and not 
transparency and interpretability. This restriction is of 

concern for automated content moderation systems used 
on large social media platforms for trust, accountability, 
and fairness.  

Last, challenges related to the datasets (RQ4) were 
identified as important. Many of the studies were based on 
heavily skewed, domain-specific, and outdated benchmark 
datasets from Twitter or from one of the other platforms: 
YouTube, Yelp, and Amazon. There are not many datasets 
that are available on a large scale that are both multilingual 
and multimodal, which can limit the extent to which the 
models can be generalized to other OSN platforms and 
changing anti-spam tactics. Furthermore, the 
augmentation using synthetic methods (SMOTE, GAN) 
may not represent the actual adversarial changes occurring 
in spam in the real world, which could affect the 
generalizability in a dynamic deployment.  

Another key caveat in implementing the results of this 
review is the variation of the data sets used in the different 
studies included. These reviewed studies relied on 
information available on a wide variety of platforms, such 
as Twitter, YouTube, Amazon, and Yelp, which vary 
significantly in their size, features, distribution of classes, 
languages used and those of the users, and patterns of user 
actions, as well as the type of spam-like patterns. Together, 
the parameters of the included datasets were organized 
and summarized in Table 4. 

Table 4. Summary of Dataset Characteristics Across Reviewed 
Studies 

Platform / 
Dataset 
Type 

Number 
of 
Studies 

Typical 
Size 

Class 
Balance 

Key Spam 
Type 

Twi\er 16 10K–500K 
tweets 

Imbalanced 
(5-30% 
spam) 

Bot accounts, 
spam tweets 
and phishing 

YouTube 1 ~1,900 
comments 

Moderately 
balanced 

Spam 
comments  

Amazon / 
Yelp 

2 10K–100K 
reviews 

Imbalanced Fake and 
spam reviews 

Multi-
platform / 
Social 
network 
graphs 

6 Varies Varies Coordinated 
spam and 
fraud 

 
The variations in platform characteristics, feature 

spaces, and class distributions have a significant impact on 
reported platform performance metrics. However, results 
comparisons should be made with care between different 
studies since the gains obtained on one dataset (context) 
with respect to these metrics do not necessarily transfer to 
other datasets (context) or to other types of spam. The 
conclusions of this review should thus be interpreted as 
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reflecting the trend of methodology in general, and not as 
a final and certain decision of one methodology over the 
others in all spam detection contexts. This constraint is also 
important to note since it underscores the need for 
developing publicly available, cross-platform, standard 
benchmark datasets now for the sake of fair comparisons 
in future research. 

The conclusions drawn from this review suggest that 
the hybrid DL, GNN, and Transformer models give better 
spam detection performance, but future research should 
aim to develop models that are scalable, robust, efficient, 
and interpretable to facilitate the deployment of these 
models in large-scale and real-time OSNs. 

5. Recommendations 
The findings of this systematic review led to the 

following recommendations for future research and in the 
design and implementation of spam detection systems in 
OSNs: 
• There is a need for future research to develop effective 

real-time deployable lightweight and scalable hybrid 
architectures with the incorporation of GNNs, 
Transformer models, and attention mechanisms that 
could benefit from each technique. 

• Explainable Artificial Intelligence (XAI) should be 
promoted, e.g., using SHAP, LIME, and interpretable 
attention mechanisms, increasing transparency, 
accountability, and user trust in automation for spam 
detection systems. 

• Research is required for advanced multimodal spam 
detection systems by using a mixture of textual, visual, 
behavioral, and relational information, resulting from 
more sophisticated spam campaigns. 

• Analyzing future models on different social media 
platforms can boost generalizability across platforms 
and reduce the need for platform-specific datasets. 

• There is a need for more research on scalable graph 
processing techniques and distributed learning 
frameworks that can be used efficiently to process large 
social network datasets. 

• Adversarial learning, continual learning, and 
robustness-enhancement strategies should be added for 
powerful resistance to new spam attacks and ensemble 
operations of bots. 

• Multilingual, publicly available, and frequently 
updated benchmark sets that enable the reproducibility, 
fair comparison, and generalization of spam detection 
models should be created by the research community. 

• Explore methods like model compression, pruning, 
knowledge distillation, and efficient attention 
mechanisms to reduce the computational complexity of 
Transformer-based and hybrid models. 

• New deployments beyond classification performance 
require a variety of metrics such as inference latency, 
memory usage, energy efficiency, and scalability to be 
evaluated. 

• There is a need for future OSN spam detection systems 
to consider ethical concerns regarding privacy, fairness 
of algorithms, transparency, and responsible use of AI. 

6. Conclusion 
The present systematic review sought to summarize 

the knowledge extracted from 25 high-quality studies, 
which were published from 2020 to 2025 on the research 
development of spam detection for OSNs. Using 
Traditional ML, DL, GNNs, Transformer-based 
approaches, Hybrid Models, and Optimization 
Techniques, spam, malicious accounts, phishing, and 
spam/phishing detection were analyzed in social media. 

The results show a substantial deviation from classic 
ML models to more complex models, such as deep learning 
and graph-based approaches. CNNs and RNNs are 
effective; however, they are complicated. Traditional ML 
algorithms such as KNN, NB, DT, and RF still retain their 
own advantages with ease of use, lower computational 
costs, interpretability, etc. However, they are not always 
successful because of new spam-seeder behaviors and 
complex contexts. In contrast, the performance of 
automatic feature extraction, contextual understanding, 
relational learning, and semantic representation was found 
to be good in several studies, which bolstered the spam 
detection ability of DL, GNN, and Transformer-based 
models. 

The review concluded that hybrid and ensemble 
models overall outperformed other classification 
approaches and used the best features of each model for 
greatest success on spamming. These were further 
enhanced with SOA, data augmentation via GANs, 
hyperparameter optimization, and class-balancing 
techniques. These benefits have been achieved at the cost 
of challenging deployment and high computational 
complexity, memory usage, and training duration, 
however. 

A recognized key limitation was that some studies did 
not involve the same data and social networks, some 
feature different representations, some reports have 
different class distributions, and some have different 
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evaluation protocols, so that direct quantitative cross-study 
comparisons are not always easy. The conclusions 
therefore offer insights into general trends in methodology 
but are not intended to criticize or advocate any individual 
methodology. To facilitate future development of scalable 
spam detection systems addressing detection precision, 
computational efficiency, robustness, explainability, real-
time applicability, and user-friendliness, advanced AI 
models and techniques in hybrid deep learning, graph-
based learning, Transformer architectures, optimization, 
and Explainable Artificial Intelligence (XAI) should be 
leveraged.  
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Appendix A. Data Extraction Form 
The data extraction form presented in Table A1 was developed before the review process and was used to 

systematically collect and organize the relevant information from each study included in the systematic review. The 
extracted information enabled consistent comparison of methodologies, datasets, evaluation metrics, and key findings 
across all selected studies. 

Table A1. Data Extraction Form 
Extraction Field Description 

Author(s) and Year Name(s) of author(s) and publication year 

Study Objective Purpose of the research 

Detection Approach ML, DL, GNN, Transformer, Hybrid, or Ensemble method 

Dataset Used Dataset name, source, and platform (Twi\er, SMS, Facebook, etc.) 

Dataset Characteristics Size, class balance, public availability 

Feature Types Textual, behavioral, relational, contextual, or multimodal 

Evaluation Metrics Accuracy, Precision, Recall, F1-score, AUC 

Computational Efficiency Training time, memory usage, scalability 

Explainability Technique SHAP, LIME, A\ention, XAI methods 

Robustness Method Adversarial learning, imbalance handling, optimization 

Main Findings Key results and contributions 

Limitations Weaknesses and challenges identified 

Future Recommendation Suggested future improvements 
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Appendix B. Summary of Reviewed Studies 
Appendix B summarizes the 25 studies included in the final systematic review. Table B1 presents the principal 

characteristics of each study, including its research focus, methodological approach, and the dataset or platform used for 
evaluation. This summary provides an overview of the diversity of spam detection approaches investigated in the reviewed 
literature. 

Table B1. Summary of Reviewed Studies 
S/N Author(s) & Year Study Focus Methods/Models Used Dataset/Platform 
1 [25]. Fraud and spam detection 

in OSNs 
Graph Convolutional Network (GCN) Social network graph 

datasets 
2 [26] Spam bot detection in 

social networks 
Graph A\ention Network (GAT) Social network datasets 

3 [19] Twi\er spam detection CNN-LSTM hybrid model Twi\er 

4 [22] Social network spam 
detection 

ALBERT + Bi-LSTM with Self-A\ention Social network spam 
dataset 

5 [28] Social bot detection in 
online social networks 

BERT, GPT variants, Feedforward Neural Network (FNN), 
Explainable AI (XAI) 

Twi\er bot dataset 

6 [18] Twi\er spam tweet 
classification 

Naïve Bayes, Logistic Regression, Random Forest Twi\er 

7 [17] Suspicious Twi\er content 
detection 

DT, RF, KNN, LR, NB with hybrid features Twi\er 

8 [27] A\ention-driven spam 
detection 

BERTweet + A\ention + GAT Twi\er 

9 [6] Dynamic deep ensemble 
spam detection 

CNN + RF + Extremely Randomized Trees Text spam datasets 

10 [33] Social network spam 
detection  

SON2S, FFNN, RL, Modified SFLA Twi\er Dataset, Tip 
Spam Dataset 

11 [20] Tweet spam detection CNN-based tweet classification Twi\er 

12 [23] Spam detection on 
imbalanced datasets 

SMOTE-ENN + Deep Learning Twi\er 

13 [31] Social network spam 
detection 

Hybrid ML + Text + Short-link analysis Social networks 

14 [8] Social spam detection on 
imbalanced data 

Hybrid Ensemble + Self-A\ention Social spam datasets 

15 [38] Twi\er spam classification RF, KNN, NB, DT Twi\er 

16 [24] Spam review classification A\ention-based Graph Neural Network Amazon, YelpChi 

17 [32] Ensemble spam detection 
framework 

EGMA (GRU + Autoencoder + MLP) Multiple spam datasets 

18 [36] Spam prediction and 
detection in social 
networks 

Modified Genetic Algorithm (GA), extreme Gradient Boosting 
(XGBoost), Feature Selection and Hyperparameter 
Optimization 

Twi\er, SMS Spam 

19 [37] GAN-based social spam 
detection 

Conditional GANs (CGANS) Social media datasets 

20 [16] YouTube spam detection RF, DT, KNN, SVM, LR, NB YouTube comments 

21 [21] Twi\er spam detection Hybrid CNN–LSTM + WordNet + ConceptNet Twi\er 
22 [35] Fraudulent account 

detection 
TCN + GAN + SOA + Autoencoder Twi\er/TwiBot datasets 

23 [29] Malicious social spam 
detection 

LSTM + Topic Modeling + BERT + A\ention Social media datasets 

24 [34] Spam and malicious URL 
detection 

KNN + Metaheuristic Feature Selection Social network datasets 

25 [30]  Behavioral and linguistic 
spam detection 

Hybrid behavioral linguistic fusion model Social review datasets 

 
The 25 main studies that were analyzed in this systematic review are summarized in Appendix B and classified based 

on their selected spam detection paradigm, solution method, and testing platform.  
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Appendix C. Details of Included Studies 
To improve transparency and reproducibility, Table C1 lists the complete bibliographic titles of all studies included in 

the final systematic review. This appendix allows readers to clearly identify the reviewed publications referred to 
throughout the manuscript. 

Table C1. Complete List of Included Studies 
S/N Author(s) & Year Paper Title 
1 [25]. Enhancing Graph Neural Network based Fraud Detectors against Camouflaged Fraudsters 
2 [26] An A\ention-Based Graph Neural Network for Spam Bot Detection in Social Networks 
3 [19] Deep Learning Approaches for Social Spam Detection on Twi\er Using CNN-LSTM Architectures 
4 [22] Social Network Spam Detection Based on ALBERT and Combination of Bi-LSTM with Self A\ention 
5 [28] Fine-Tuned Understanding: Enhancing Social Bot Detection with Transformer-Based Classification 
6 [18]. Improvised Spam Detection in Twi\er Data Using Lightweight Detectors and Classifiers 
7 [17] Predictive Modeling for Suspicious Content Identification on Twi\er 
8 [27] Boosting Social Spam Detection via A\ention Mechanisms on Twi\er 
9 [6] Deep Convolutional Forest: A Dynamic Deep Ensemble Approach for Spam Detection in Text 
10 [33] Stratified hyperparameters optimization of feed-forward neural network for social network spam detection 

(SON2S)  
11 [20] Tweet Spam Detection Using the Convolutional Neural Network (CNN) Model 
12 [23] A Hybrid Data-Driven Framework for Spam Detection in Online Social Network 
13 [31] A Hybrid Spam Detection Framework for Social Networks 
14 [8] Hybrid Ensemble Framework with Self-A\ention Mechanism for Social Spam Detection on Imbalanced Data 
15 [38] Twi\er Spam Detection Using Machine Learning Classifiers 
16 [24] Graph Neural Network-Based A\ention Mechanism to Classify Spam Review over Heterogeneous Social 

Networks 
17 [32] EGMA: Ensemble Learning-Based Hybrid Model Approach for Spam Detection 
18 [36] Modified Genetic Algorithm for Feature Selection and Hyper Parameter Optimization: Case of XGBoost in 

Spam Prediction 
19 [37] CGANS: A Code-Based GAN for Spam Detection in social media 
20 [16] Spam Detection for Youtube Video Comments Using Machine Learning Approaches 
21 [21] A Hybrid Deep Learning Approach for Spam Detection in Twi\er 
22 [35] Fraudulent Account Detection in social media Using Hybrid Deep Transformer Model and Hyperparameter 

Optimization 
23 [29] Topic-Aware Neural A\ention Network for Malicious Social Media Spam Detection 
24 [34] Detecting Spam Using K-Nearest Neighbors and Metaheuristic Feature Selection Algorithms 
25 [30] Spam Detection Using Hybrid Model on Fusion of Spammer Behavior and Linguistics Features 

Appendix D. Quality Assessment Results 
The methodological quality of the eligible studies was evaluated using a predefined quality assessment framework 

adapted from established guidelines for conducting systematic reviews in computer science. Following title, abstract, and 
full-text screening, 84 studies met the eligibility criteria for quality assessment, of which 25 studies satisfied the required 
methodological quality and were included in the final synthesis. 

Each study was evaluated using six quality assessment criteria: 
• DS – Data Suitability  
• MT – Methodological Transparency  
• ER – Evaluation Robustness  
• IC – Innovation and Contribution  
• EX – Explainability  
• SC – Scalability Consideration  

Each criterion was scored as follows: 
• 2 = Fully satisfied  
• 1 = Partially satisfied  
• 0 = Not satisfied  

The maximum possible quality score for each study was 12 points. 
The studies were classified according to the following quality levels: 
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• 10–12: High Quality  
• 7–9: Moderate Quality  
• 0–6: Low Quality  

Only studies rated as Moderate or High Quality were included in the final systematic synthesis. 

Table D1. Quality Assessment Scores of Included Studies 
Study DS MT ER IC EX SC Total Quality 
[25]. 2 2 2 2 1 1 10 High 
[26] 2 2 2 2 1 1 10 High 
[19] 2 2 2 2 0 1 9 Moderate 
[22] 2 2 2 2 1 1 10 High 
[28] 2 2 2 2 2 1 11 High 
[18]. 2 2 2 1 0 1 8 Moderate 
[17] 2 2 2 1 0 1 8 Moderate 
[27] 2 2 2 2 1 1 10 High 
[6] 2 2 2 2 0 1 9 Moderate 
[33] 2 2 2 2 1 1 10 High  
[20] 2 2 2 1 0 1 8 Moderate 
[23] 2 2 2 2 0 1 9 Moderate 
[31] 2 2 2 2 0 1 9 Moderate 
[8] 2 2 2 2 1 1 10 High 
[38] 2 2 2 1 0 1 8 Moderate 
[24] 2 2 2 2 1 1 10 High 
[32] 2 2 2 2 0 1 9 Moderate 
[36] 2 2 2 2 1 1 10 High 
[37] 2 2 2 2 0 1 9 Moderate 
[16] 2 2 2 1 0 1 8 Moderate 
[21] 2 2 2 2 0 1 9 Moderate 
[35] 2 2 2 2 1 1 10 High 
[29] 2 2 2 2 1 1 10 High 
[34] 2 2 2 2 0 1 9 Moderate 
[30] 2 2 2 2 1 1 10 High 

Table D2. Summary of Quality Assessment Statistics 
Quality Category Number of Studies Percentage 
High Quality (10-12) 12 48.0% 
Moderate Quality (7-9) 13 52.0% 
Low Quality (0-6) 0 0.0% 
Total Included Studies 25 100.0% 

 
Overall, 12 studies (48.0%) were classified as High Quality, while 13 studies (52.0%) were classified as Moderate 

Quality. No studies included in the final synthesis were rated as Low Quality, indicating that all selected studies satisfied 
the predefined methodological quality requirements. 
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